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Feature-Wise Modulation Graph Neural Network Smart Contract
Vulnerability Detection Based on Source Code

SHI Zitong, SHI Zhibin, LIU Dongming, SHI Qiong, GONG Xiaoyuan
(School of Computer Science and Technology, North University of China, Taiyuan 030051, China)

Abstract: With the wide use of blockchain technology, the security of smart contracts has attracted wide
attention. The conversion of smart contract source code to bytecode will lose some semantic information,
and the existing deep learning vulnerability detection methods cannot detect reentrancy vulnerabilities and
timestamp vulnerabilities well. This paper proposed a smart contract source vulnerability detection method
(GNN-film) based on feature-wise modulation graph neural network. Firstly, the characteristics of reen-
trancy vulnerabilities and timestamp vulnerabilities were analyzed, the graph structure was constructed and
simplified by using smart contract source code. Secondly, constructing the model of feature-wise linear

modulation graph neural network, and getting accurate representation of contract vulnerability features by
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using the powerful feature modulation ability of the model. Finally, put simplified graph structure data

into the model to obtain the detection results. The experimental results show that the detection accuracy

of reentrancy vulnerability and timestamp vulnerability is 91.00% and 91.64% respectively, which is

4.20 and 9. 70 percentage points higher than that of graph neural network method. It is proved that the

detection ability of this method for related vulnerabilities is better than other detection tools.

Key words: smart contract; vulnerability detection; reentrancy vulnerability; timestamp vulnerability;

feature-wise linear modulation graph neural network
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Fig.1 Smart contract vulnerability detection framework of feature-

wise linear modulation graph neural network
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contract reentrancy {
function withdraw(uint256 amount) public {
require(amount == 2);
require(amount <= balance|msg.sender|);
address(msg.sender).call.value(
amount * 0x5af3107a4000)();//E N\ Fif 1

balance| msg.sender] = amount; }

} |
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Fig.2 Reentrancy vulnerability information extraction and graph

structure generation
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Fig.3 Reentrancy vulnerability graph structure simplification and

vectorization representation
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Tab.1 Experimental parameter settings

GNN-

28 : GNN  GCN  GAT
film
hidden_size 256 256 256 256
graph _activation_function ReLu tanh  Relu  tanh
message_aggregation_function ~ sum sum sum sum
graph_cell / RNN / /
optimizer Adam  Adam Adam Adam
learning_rate 0.0002 0.0002 0.0002 0.000 2
Input_dropout 0.9 0.9 0.9 0.9
epoch 60 60 60 60
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Tab. 2 Performance comparison for detecting reentrancy

vulnerabilities

JrEAEARL Accuracy/%  Precision/%  Recall/%  F1/%

Smartcheck 50.32 39.27 56.18 46.23
oyente 55.34 40.62 54.17 46.43
Mythril 60.48 44.18 52.78 48.10
LSTM 66.68 60.63 55.36 57.88

GRU 70.76 68.51 57.29 62.40
GNN 86.80 85.61 78.03 81.64
GCN 88.56 80.70 82.88 81.78
GAT 89.95 85.92 81.33 83.56
GNN-film 91.00 91.73 83.94 87.66
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Tab.3 Performance comparison for detecting timestamp

vulnerabilities

FrEERR Accuracy/ %  Precision/ % Recall/%  F1/%
Smartcheck 50.51 38.16 58.27 46.12
oyente 58.39 40.41 56.28 47.04
Mythril 64.21 48.32 56.64 52.15
LSTM 65.72 51.23 59.20 54.93
GRU 69.12 63.14 61.04 62.39
GNN 81.94 80.04 83.25 81.61
GCN 83.66 83.63 80.39 81.98
GAT 85.47 88.84 78.78 83.51
GNN-film 91.64 91.12 91.63 91.37
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