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Image encryption algorithm based on improved Zigzag
transformation and Logistic-Sine mapping

XU Xinli, SONG Xinguang, WANG Mengmeng "
(School of Information and Control Engineering, Qingdao University of Technology, Qingdao 266525, China)

Abstract: To enhance the security of images, a novel image encryption algorithm that com-
bines improved Zigzag transformation with Logistic-Sine mapping is introduced. The SHA-
512 Hash algorithm is employed to create a key linked to the plaintext, which is fed into the
chaotic mapping to produce the chaotic sequence. The chaotic sequence is sorted first by
rows and then by columns, and the obtained index matrix is used for the preliminary scramb-
ling of the plaintext image. An improved Zigzag transformation algorithm is applied for fur-
ther scrambling, and this scrambling process is repeated for three rounds. The scrambled
image is processed through inverse diffusion to produce the encrypted image. Experimental
results show that the algorithm has a large key space and strong robustness, and can with-
stand a variety of attacks.
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