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Flight security threat posture assessment model based on SPA-Markov chains
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Abstract: In order to assess the level of flight security threats as well as analyze and predict their developmental trend, an

assessment model of flight security threat posture based on set—pair analysis (SPA) and Markov chains was pro-
posed. Firstly, evaluation index system of the flight security threat posture was constructed based on the occur-
rence posture of various types of in—flight cases (incidents), and the combined weights of the indicators were de-
termined by integrating the calculation results of the gray correlation coefficient method and the entropy weight-
ing method. Subsequently, by integrating the ternary connection number structure in the SPA theory and the civil
aviation risk classification standards, the level of flight security threat was classified into three levels. By calcu-
lating the connection degree, the flight security threat level and the development trend were determined, and by
combining it with the Markov state transition probability matrix, the future level of flight security threat was dy-
namically predicted. Finally, the proposed model was validated using 2021 in—{flight cases (incidents) data. The

results indicated that the model can reflect the status of flight security threat.
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Tab.1 Types of in—flight cases (incidents )
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Tab.2 Scoring results of indicator weights

febn 1 %2 3 1 %2 %3 ML M2 el T2
X 9 9 8 8 9 7 9 7 9 9
X, 9 8 9 8 9 8 9 8 9 8
Xs, 7 8 9 8 8 6 9 9 9 9
X, 1 8 8 8 7 5 9 7 9 9
X 9 8 9 7 8 5 8 9 9 9
X, 9 8 9 9 9 9 8 9 9 9
X, 8 8 9 6 8 3 6 7 9 5
X, 2 3 5 5 5 2 2 5 7 3
X 4 5 5 5 5 2 3 6 9 6
Xo 1 3 4 3 4 1 2 3 3 4
X, 6 5 7 7 8 3 5 7 9 5
X, 3 3 7 6 8 2 5 2 9 6
Xs 1 3 6 4 71 2 2 2 9 5
Xy 2 3 5 4 7 2 2 2 5 3
Xs 2 3 5 3 71 2 2 3 9 7
Xe 2 3 6 2 4 1 2 1 4 4
X, 2 3 6 2 5 2 1 3 4 2
Xs 2 3 5 1 1 1 1 1 4 5
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Tab.3 Calculation results of indicator weights

f8tR AL FUL HEME
X 0.080 2 00129 0.067 6
X, 0.080 8 0.011 5 0.067 9
X; 0.077 6 00155 0.066 0
X, 0.067 9 0.033 1 0.061 4
Xs 0.076 9 0.017 1 0.065 7
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Continued Tab.3 Calculation results of indicator weights

EiEL FUAE FWUALE HEE
Xe 0.083 2 0.010 7 0.069 7
X, 0.063 8 0.033 1 0.058 1
Xs 0.040 9 0.077 2 0.047 7
Xy 0.048 0 0.059 7 0.050 1
X 0.035 6 0.095 9 0.046 9
Xy 0.056 3 0.041 9 0.053 6
X 0.050 6 0.061 1 0.052 6
Xis 0.044 9 0.078 2 0.051 1
X 0.039 2 0.084 1 0.047 6
Xis 0.046 0 0.073 9 0.051 2
X 0.036 5 0.095 7 0.047 6
X 0.036 8 0.092 6 0.047 2
Xis 0.034 8 0.105 8 0.048 0

2 MMEREBMSEEITERE

WU PRI S A EAS R SRR A A — 2 1 Bh 3
PEFURHREPE , SPA JEET X R G0 B9 A 22 P M 2
R —Fofr i e PR S 7 04, Markov 5 1T DL AR 2R G rh 2
A B[] 25 5 10 Sh AR BE LIRS, — FLAfA 2 BLAE A RS D
FARYE Markov 4% FUINKEE R 1) R GEARE, H AIME A
AU AE X3 BT 55 Markov 55455 T AT R RSN S
BTN , SPA 5 Markov 85455 0077 8% T3 b
BB RPN 2 4B & 2 AT )
TR S RVEASG 5 NS | TSR Ak 25 KU PEAR
ARG RS PRAR PS40 FE ML 1 ZE () - Eds R 7
Je 2 LR AP AR ST, JIT AR B 1) 2 3 7% 76 e e A B
T ECAR R T A BOARE R LA ST B A 1 P o L
B IESE, I, AR SR E#EEE T SPA-Markov 4% (4T
PR B S S PEAE AR A, XSHI 24 B K S 347
FE BT
21 ERKRIEEERET

AN 3 A ER L B S T 1989 AR, 2
Tz OB, T B ES SEABIE-AE
AHIE R EEXT H R ERGE MR G R I 4
BIAFAE N A FEFERHE, Foh A5 Ny ANRRIE A Rl —1k
B, Ne MRFIE XS SORA A Ny = N = Ny = Ny NFFAE
FEANHRE ), B A AR [ A X 57, IR 4 45 A 0] A 1
EARWER LR X 3 MR e, bR g A
[EESIEYES

_Ns , Nug, Ne

N NL+W]:(I,+})L+C] (8)

u

KHpiiel-1,1] MEFERE, FREXN H AT
Vi, HABBAET T 0, W ZR/R I 98 X4 AN 5 {7 Bk
Kisj=-1 NI E R B ab,ce[0,1],a+b +c =1,
W H VL @b e —HBUEAIE], v] DLl A0 B H Rk
WEEAZEIMER, KL, & LEXFH shi(H) = &

(e #0 )RR — 2 S5 T AR X YR R #.
iz B S0 AE W FOT IR 22 P8 JBl W 45 9 UK R
e[-1, 11543 R« i WU (=1 <u < -0.33), H XUES:
(-0.33<u < 0.33) kX (0.33<u<1).

A FORE A LS LR a0 25 VT4 48 s A gk o 45
PN — DX, LIS A TR ESHEIRETER, LI4E
G B FRPE LR B9, WG A F B FTAY AT
PELAR I S VAL EXT H = (A, B)  NE ST %
& RS AR AR EACE W (k=1,2, - ,m)5] A SPA
DA ST B L ORI S F AR IR R B w, B

Ne NetNy N
u= D2 Wi+ 2 Wi+ D, W,j (9)
k=1 k=1+Ns k=14+Ns+Ny

2.2 TR MEREL

BRI AR W & A AR AL, PP 52 2% LR A
SR B S Se a1, L K Markov 55 1 AR
GRS RS FEIEAR B, Markov IRSFERAMER
P — Do R R — RS, iR T
AFEA B 220 7 S FfObR 28 7% 78 21 R — A B 220 g SE otk
A BIEAI K 3 A U S EAE R Markov 451 3 A4~
RE, I AR BRSO EXT H 1) m 48
b, 7€ ¢ BFZIAT s, A48 Fm 10 )8 55 2R IR XU (S)
m, A FE s B BRI S 2R R XURS: (M), f, A48 s 19 B
R NN (F), HA s, +m, +f, = mo #7443 m T8
Plhde S M F SF T HES 405, A FR bR AE ¢ B
ZIE A Ja 075 BT R Ay W0k = 1,2, -+,
m), WITE ¢ B 20 A TPAR B 28 8

w0 = 2 W, + 2 W, + Z W, j (10)
k=1

k=1+s, k=1+4s+m,

MR SPA BRI R PPALHE b5 H 173 Z 18] [a] #  H3
SR TS BB DL , R R AT R A AR o SRR
H AE (e, + T)IRFBEA (7 D A7 IS PR IR FF AN 2L
A YRR AT RE 2728 O ey SRR A B A5 4

TERBAERLI ], HEXF H v A B s, MR 3T
FEAEPR A s DHEPRRFFIAIRES 50 DHRIRRE R
AR RUSE .5 48 A DR 255 22 S e AR, O[] —
MRS 25T BHR AR A SR AN ) &, R85



— 28 —

R R K 2 SR

2025 4 10 H

0 43 e 22 B 5% B4 [)— K 28 L, 45 SRR XU 7672 1 J] 1)
N EPIR S R AR 6] 1y
S = (Vll,Vlz, V13) =

1 ( iwkm’ 2 W, 2 ka) (11)
k=1

t
a() ‘k k=1+s, k=14s,+s,

e, at= 2 W0
k=1

TR E LI ] AT B m, 4> R AU PR i A, 2
o —EAEINIG A ma DRI EAIRE  mo A
BT RAS 2 AE S ARRURSE L s A BRIR AT 28 S i IR
G, 45 21 i KU FE AR S I N BRARAS FE AR R 1) 1y
M = (VZI Vo, VB) =

bl(z) ( 2 Wi, 2 W, Z WA-(”) (12)
k=1

k=14m, k=1+m,+m,
m,
el 0= 3w,
k=1

(R CAE I ] S5 4 f, A4 AU B PP 4 b, 28
o= TAE A f DR EAA R A
BARRASEL A A b XU , fis DR FRAR L AE AR AURS
15 21) e UG 76 AR AL SR I PN (R RS e R MR 1] 1R
FO=(Vy,Vy,Vy) =

Ja St /i
L(Xwo, Ywo, Y wel  (3)
€ k=l k=14, k=14l

Jfi
A= 2 W,
k=1

MRPPIREFE R R [0 1 S .M FOH X TE
] B 7 o RS ARG RS V., IR n D2
SN 8 - PR S ARG RF V.o AR DPAR
F N U AR S AR R, 25 B IR R
AL T ST AL B 22 O gl B A B B A8 PP A AR Y, BIAE (¢,
v+ ) EE A BITHE LR EUITA IR R

u™* = (a6 )V (1,0,))" (14)

TR AR 2SR A R IR S e R R AR S [ 24 O V7,
W) n AV S L DR A AR IR 2R

u = (a0, eV, (1,0,7)" (15)

A (15) 75 G HEE A AR T BB T 2 - R
IR B H F (C-K, Chapman—Kolmogorov ) J7 F2 1Y FE A
M BN — RGOR VL, 1 1+ BRI T RS
AT T ZUCIREEH RS, W] A RGeS TRE
HARFEAAE AR A8 Markov B8 A3 Iy M , 2848 n /> Ji] 1
MRSV, Bl TRE, Bk, B2 RESTE S
n DABE R BRI IR . e, g = (16) Al

B AP O SR AR S R S BN
(64 b ¢)I-V,)=0

(16)

a+b+é=1
X:a,b,¢ =051 AR G R R E N
G=a+bi+é ie[-1,1],j=-1 (17)

AR A 2] A AR A IR R B2 AR B, Ax i 2545 70 B
APEZ PR S F AR B, AT AT E RARAZS N
— SRS A U S AR G IR 22 DR BT S $ B A7
PR BT ARG 4 HEATHIIT

R4 MERREMBEBHETETLES

Tab.4 Changing trend of dynamic assessment of flight security threat

posture
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Tab.5 Determination results of indicator threat level

/b 1A 2 A 3A 4 A 5H 6 A 7H
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X6 S S F M F S F
Xn F F M M S S S
Xis M F S M S M S

1 0 0
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Tab. 6 Monthly correlation degree, set—pair potential and assessment

results of flight security threat posture

Ay 15 R X RS RIEEH
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