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Abstract: With the rapid development of industrial automation and smart manufacturing, the safety and reliability of electric mo-
tors as critical power sources have directly impacted the production efficiency and operational lifespan of equipment.To address
the increasingly complex industrial environments and diverse application requirements, this paper proposed a basic scheme for
the design and implementation of a motor protection controller based on the joint development of the STM32F103ZET6 and
IMX6ULL chips, supporting multiple communication protocols. The controller was compatible with various industrial communica-
tion protocols, including Modbus , Profibus ,and IEC 61850.Notably,when implementing the Profibus communication protocol u-
sing the STM32F103ZET6 chip, it did not rely on Siemens’ dedicated Profibus communication message processing chip ;instead,
it utilized the internal resources of the STM32F103ZET6 chip to directly transmit data in Profibus message format after data ac-
quisition, significantly reducing communication costs.
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1.1 Modbus 1%
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P, H T BSR4 A S B2 3] T )12 &7 Modb-
us PRSGHE E 53 R A B
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Tablel Modbus data frame structure

Hiik Yisend s X CRC

0x01 0x03 0x00 0x0A 0x02 0xC40E
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Table 2 Profibus data frame structure
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RY | Eb AR R sk
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Table 3 IEC 61850 data frame structure
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KB IMX6ULL T & By Fa il i 4, SR sl R b =
SRR I RS T 500 s, IMX6ULL By RE AL He il
it ZLFEE I MMS k55 B R S A 55
KA S 4k A Bp L (PIP) fiff e 22 R 2 90 R e 1)
R, ST 1) R TR P (AR e ) 3Bl L FHZE
FEIX U8 AU ) 2E 3R 508 T R 43 2 2% ohvike i
A 7 v DI RN, FH 2 v S B v SRR
4 5 B 8 2% il STM32 19 DMA 45 il % 52 91 R 48
B B Z 75 DU AL S 5 LR iR XU sp AL B £
Modbus =5 55 4b 3G H 1B 5 17 1 22 v Ry B4 2% 7 3 43
Fic b 57 i 15 9% b X, B 1 B 7 55 2 DO & T In)
A BE S BORE A — 2, Z 5038 1 P AL AR B A s

TERENE

BEAEAE 5[] 25 ) RS-485 42 11 4 I 4 ] 25 5|
J ( CLK ) S BRAAAD B [R] X6 55

F55 IR ML AEAm 2] wh e it B h kR 2= —3
R IR R G T FEbE SR bk,

W EdR T, RAELH T IEC 61850 5 Modb-
us , Profibus WS A S AL IR F] , S FELHIL OR3P 42 i 5% 1 iz
TR T 50 10 S HF.

3.2 Shilth R

AR SCUH T LML LR 4 il 25 2R T SURZ PR R 4844
i STM32F103 3 #% l #% 55 IMX6ULL 1 FH Ab # % 4t
A8 . v, STM32F103 1F by 2 58 Mo AR A% O W
WITHRE @ 8 12 57 ADC S0 = AH L i (3
SR DR A CRAE I R B O 16 5 T4 AD
800 Hz) , 56 BUAL 45 K 6 LR 47 (el Bz Ff 6] <30 ms ) | 3
BRI (BIVEIER 1~10 s AT JH) 25 LR AR 35 B 1 52
AR R BE7 2E 8 BOGHIRR B 8 = A (SR T/



%54

HEF AT EARP R B0 S Akt S £

547

VR AR RGN ) AN 4 Ak e 2R (S S = 10
A/250 VAC, Bt 5 KTHL i ) .

IMX6ULL 2b#R &% % H T 4L 3 IEC 61850 it 15 Hh
BB, LB EE T W BURR M RRIR 75 5K . 8 38 PR SRR 75
ii 2 256 KB RAM 73 [a] , S B AU A7 75 22 512 KB
Flash, G STM32F103 #J 64 KB RAM/512 KB Flash
PR IR WURZ ]38 1 4 WU T RS232 2 158 45 (% 115
200 bps,8N1 #%=) , W it& B A& 32 F7

BRI 2 F CRC A ) . R G0 v IR HH 96 1
ABETT(AC85-264V) i F A AL YRR B Az 5 v (F5
PURL AR ) (3.3 V(BT HUERAE R ) 1 24 V(4R AR
IK 1) — B 5 PR I 38 {5 RS ] RS485 5 W) Bk
AL, modbus | Profibus #6843 i RS485 . IEC 61850
BB AT A TIEAR S8 AL TR 0 R 2% 5
GLuife. HAME 2 AL R R A AN E T SR
e s A A i A\ S5 R & 7 TR

JEfEER (modbus. BEHR (61850)
profibus)

R EREE

&SRR G

K. I, e A/DRIER > STM32AHRHIER

BORES)
HEE R
l | | |
LR AL EER ANRLER

7 BEHESIER
Fig. 7 Block diagram of the hardware module

4 BR5HR
4.1 Modbus #15 thGUR

K RTU A Modbus 3815 , i i RS485 Tl
SRR HZ T8 A R B T B O D
8N YHICHE A% = R A o 5 5 T F i 3 1 52 3. S 0
rh it Ak R AR DR AP 5 AP A LR AL B A =
1444 50 V48 ] Modbus ZAEALAS 07 03 00 05 00

03 15 AC #4744 [l 4% 6 Iie. 3x s e a5 ik > 07
) EL ML o i 2 [ 2% 2 0 A, 5090 [l % 25 SR ] 8
75,07 03 /R itk 07 Y AL 3 i 45 11 4% (1)
DL RE AL , 06 S ML ECHR K BE 13 78 7N i il
BRI HEH h 4 984 HEFE N 0. 01, R BAA%L
4 49. 84 V.

[2024:11:22:16:50:30] [£3£]07 03 00 05 00 03 15 AC

[2024:11:22:15:50:30] [$ltkJo7 03 06 13 78 13 7B 11 62 51 68

EE TG
| mies [

Camma o)
| =
- Dreneres]

8 Modbus BIS&ER

Fig. 8 Modbus communication results

o

el o

=]




548

W KR K FFIR(BAFFR)

%51 %

4.2 Profibus B1E G
B AR 752 il Modbus 5 Profibus-DP A% 3%

FETNEE K INfe)E , UL OB A O AR Pro-  BURANSWTR SC, [REEE N 9 k.
fibus-DP 3 $icdi R 4E . % T Profibus-DP | 2 3C A& 32 i

gt S5

[2024:05:29:14:29:53] [HFE110 02 04 49 4F 16

29:14:29:53] [#lz]10 04 02 00 06 16

29:14:30:00] (%&£ 168 05 05 66 62 84 6D 3C 3E ED 16

29:14:30:00] [#}lz]68 OB OB 68 04 02 05 3E 3C 40 OC 00 84 00 03 60 16

29:14:30:07] [%}£166 OC OC 66 52 84 5D 3D 3E BS 15 17 OB 00 08 00 IS 16

29:14:30:07] (#5185

29:14:30:14] [%}£168 07 07 68 82 84 7D 3E 3E 11 27 37 16

29:14:30:14] (#5185

ity o : 29:14:30:20] [%}£]68 05 05 68 02 04 5D 00 00 63 16

e iz = Al :06:28:14:30:20] [z )68 OB 0B 68 04 02 08 00 OO 00 00 OO 00 00 00 OF 16

: - 20:14:30:27) [%}E]68 05 05 68 02 04 5D 00 D1 64 16

I | 163 [2024:05:29:14:30:27] (#2168 DB DB 66 04 02 08 00 00 00 00 42 47 E1 47 00 00 00 00

ﬂ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 42 28 FS C3 40 CC CC CD 41
R | p— — 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

B 9 Profibus BIS&ER

Fig. 9  Profibus communication results

FERTEE WS G E. A RGE iR E F
sl kA 02, NSt HitiEh 04 AR IR B3k AR =

4.3 61850 WISzt T AR A DA S A AR 81 1 | A S AR T
TEXT TEC 61850 i# {5 UM E ALY 2 BE, B umfE AN iec_61850_spy [ /=% w4,
TS RGeSz Y gEAT IR, A IE LT BE PEREA  SAHREIECE N 57 V, AF HEESUR, LLLE P

ARATE

HERAEE G A DR AT L A RS AT

01 i61850spy
ERIRE

SOsBTHe: [157 109068 Fie®: 152 165,05 =1 o |
BREY | s GEWER) | BHGER) | REEE | #ESHEE | dhws | SEEe |

B

Ui (4 R S AR R SE A HASCR I 10 .

o X

657 | & |

1D [SR_3012_modeLD Devicel £3| [cozorsm 1| ESAETEE] = smE SAE

=2

IED 192. 168. 0. 88 {

=-LD SR_3012_modeLD_Device
E-LNGEIO1
| @-FCCF

[+ LN 6510100
[+~ LN GGI0101
[ LN 6610102
- LN 6610200
[+ LN LD
[+ LN LPHDL
(- LN IOTRL

[ TnzEx [wessl | #iEfE (P EEIFRTRN) [smzezy |
0 0 SR_S{IJIZ,uodeLDJui cel/GCI01 MK j

{e1 /G101 0§ AnTnl

0el /GI0L M AnIn Smag.

cel/GGIOL MK AnTn] Smaghf 0.0000 float

= el /GCIOL M AnTn 1S q 0000000000000 bitstring
SR_3012_modeLD_Devi ce1/GGIOL$MK$ AnTn1$ 2021/7/21 17:5:2.597 timestanp
SR_3012_modeLD_Devi cel /GGIOLIE$ANINI0

SR_3012_modeLD_Devi cel/GGI0LIMX$AnIn10$nag

SR_3012_modeLD_Devi cel /GCI0L S AnTnl Dfmact 500. 0000
SR_3012_modeLD_Devi cel/GGI01 SIS AnTn10%q 0000000000000
SR_3012_modeLD_Devi 0el /GGIOLME$AnIn10$ 2021/7/21 17:6:2.597
SR_3012_modeLD_Devi cel/GGI0LMK$ANINI L
SR_3012_modelD_Devi cel/GCI0L IS AnTnl 1$mag

SB_3012_modeLD_Devi ce1/GGI0L$MN$AnIn1 1$naght 500, 0000 flost
SR_3012_modeLD I 06l /GGIOLSMSAIn1 15q 0000000000000 bitstring

el v
SR_3012_modeLD_D:
SR_3012_modeLD

SR_3012_modeLD_Devi ce1/GGI0L$MU$AnIn1 15t 2021/7/21 17:5:2.897 timestamp
SR_3012_modelD_Devi ce1/GCI0L S EANTRIZ
SB_3012_modeLD_Devi ce1/GGI0L ¢ AnIn128nag.

Sl’\jl}lZ,medeLﬂzhvi 06l /GGIOLMS AnIn129maghe 600, 0000
SR_3012_modeLD_] cel /GEI0LMNEAIn12%q 0000000000000
SR_3012_modelD cel /GCIOL SIS AnTn12$ t 2021/7/21 17:5:2.597

SB_3012_mod ce1/GEI0L M ANInIS

SR_3012_modeLD_Devi cel/GGIOLIM$AnInI3Pmag

SR_3012_modeLD_Devi cel /GGI0L$MX$ AnTnl3$maght §768. 0000 float
SR_3012_modeLD_Devi cel/GCI0L$M$AnTn138q 0000000000000 bitstring

SB_3012_modeLD_Devi ce1/GGI0L$MX$AnTn13$t 2021/7/21 17:5:2.597 timestanp
SR_3012_modeLD_Devi cel/GGIOLM$ANINI4
SR_3012_modeLD_Devi cel/GGI0LIMX$AnInld$nag

SR_3012_modelD_Devi cel /GCI0L S AnTnl 4$macht §770. 0000 float
SR_3012_modeLD_Devi ce1/GGI0L M0 AnTnldtq 0000000000000 bitstring
SR_3012_modeLD_Devi ce1/GGI0LIMUFANIn1 45t 2021/7/21 17:5:2.597 timestanp

SR_3012_modeLD_Devi cel/GGI0L MSANInIS
SR_3012_modeLD_Devi cel/GEI0L M AnTn16$nag
icel /GGIOLIMI$ANINISEmazhf §771. 0000 float
ce1/GCIOL MK AnIn15$q 0000000000000 bitstring
cel/GGIOL MBS ANInISHt 2021/7/21 17:5:2.597 timestanp
GGIOL IS ANTn16
cel/GGIOL MK AnTn163mag

IS SRR A SO B (8 LR 4 4
wrBERS A RO AT RO oR AR 5 I, e PR e ALY 22 4
Ph5 AR Modbus PRSCR # 6 SR E 0 117 505 Y

10 61850 BIS&R

Fig. 10 61850 communication results

BE 2, & A A IEE S 1 B BX ; Profibus WHMSAE i 3 FATSEE.

BE AL f SRR R 6 A E AR A
SILFRSE ;1M TEC 61850 PMS I hy i 7 45 B4R A5
B EH A RIS A5 20 %, iE— 2P 3 T R n R G



%54 HiE F AT R ER

=

@

o
&3

o % B AZ ey kit 5 I 549

5 #Hig

EEXTEMLAA I RS BT S B T —
T STM32F103ZET6 1 IMX6ULL S5 A 1) 22 38 15
W7 % 3833 %) Modbus | Profibus H1 TEC 61850 45 £ fh
Tl AF PR A S HT 5 5230, I T 4 il 25 1
B T FREE B 32 38 AN Rl 107 MY
PT T AR RIS T RE Z AR 1B Tk B 3h
P45 i A LI A R T A S R .

St

[ LIRS A AL b SR REEFFE [ D] BT TTIR R, 2023.

[2]/H8 € BT DSP IR REFHLERY RGBT [ D] B o AR R,
2018.

(31T BT ARM AR R AL S BT [ D] Bl L TR R
2 ,2015.

(477505 BT RS-485 L ALIRP REMAFFE[ D], P4 % . vE % FH)
HR2,2012.

[5JHAO Z J,ASADULLAH A,WAWALE S, et al. Application of MODBUS
double-layer communication network technology in intelligent manage-
ment of urban traffic equipment[ J].International Journal of System As-
surance Engineering and Management ,2022,13(1) ;197-202.

[6]WANG Y,FENG X N,CHEN Y X, et al.A dual detection method for si-

emens inverter motor modbus RTU attack [ J].Journal of Computer and
Communications,2021,9(7) :91-108.

[7]PALLAVI D.Design and Implementation of Circuit Analysis System for
Industrial Watt-hour Meter based on MODBUS Protocol[ J | .Internation-
al Journal of Power and Energy Engineering,2020,2(1) :15-28.

[8]FENG W Q,LAT Y X,LIU Z H. Vulnerability mining for Modbus TCP
based on exception field positioning[ J].Simulation Modelling Practice
and Theory,2020,102:101989.

[9]PARIAN C,GULDIMANN T,BHATIA S.Fooling the master: Exploiting
weaknesses in the modbus protocol [ J]. Procedia Computer Science,
2020,171:2453-2458.

[ 107 S ARz P F R e B Ss W RBE B[ D] Bl &K
BHE K% ,2020.

[ 11] T #8. Modbus 38 {5 BMSCETFE M AEM R R ZE R [ )] A48
IR, 2014,21(2) :51-53.

[ 12 ARSLMIIEC 61850 # AEZE L L Ml R GEBEH[ D] 508 : IR
K2 ,2014.

(13X BT 61850 LAY 2 WU BB R B 5T [ D . 2L I
TK2,2018.

[ 14 ]G BT IEC 61850 A i 7 FRL il 42 A% 8 KU ASE Y 19 2 57
SIS D] ALat . D BRI RE , 2005.

(15 ] % TEC 61850 KL IATTL M. AL . o iy Iy il i

(WS IR S AR Ao AT, B W R LA B R FE R L)



