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Fig. 13 Effects of dataset size on the recognition performance of methods
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Operation Field Recognition of Industrial Control Protocols Based on Steady-state Properties
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Abstract: The operation fields in industrial control protocols play a critical role in recognizing industrial control network behavior, understanding
and monitoring network activities, and accurately identifying and extracting operation fields from industrial control network traffic. However, cur-
rent methods for operation field recognition often rely on expert experience or manual analysis based on program execution, resulting in low effi-
ciency, limited generalizability, and an inability to handle many undisclosed proprietary protocols or automatically recognize operation fields in
complex network scenarios with unknown contexts and protocols. Therefore, this study uses the unique domain characteristics of industrial con-
trol networks and proposes an operational field recognition method based on the steady-state properties of industrial control protocols, overcom-
ing the limitations imposed by protocols and programs. First, by preprocessing industrial control network session data, such as session reconstruc-
tion and fragmented packet reassembly, the value sequences of various fields at the application layer of the data packets are extracted. Then,
through analysis of the stability, periodicity, and correlation of these value sequences, operation fields exhibit steady-state properties characterized
by stability, high periodicity, and high correlation. These steady-state properties are quantified as features of operation fields. Next, an unsuper-
vised clustering method is employed to effectively distinguish operation fields from other fields, ultimately achieving automatic recognition of op-
eration fields. The proposed method demonstrates significant value in industrial control protocol security testing, regulating industrial control be-
havior, and anomaly detection in industrial control systems. For example, by utilizing the recognition results of operation fields, it becomes pos-
sible to construct and generate effective fuzzy testing data to enhance the security of industrial control systems. Through extensive validation in
various industrial control system environments, including power grids, water treatment experimental platforms, and real industrial control traffic
data, the method achieves a recognition rate of over 90% for operation fields, demonstrating its effectiveness and generalizability. In addition, in
the experimental section, the influence of data size and quality on the method is discussed in detail. The proposed method accomplishes the recog-
nition task with relatively small amounts of data but requires high-quality traffic data with minimal artificial operations or noise in the industrial
control system traffic. Therefore, in practical applications, it is important to ensure the accuracy and purity of industrial control system traffic
data. In conclusion, the operation field recognition method based on the steady-state properties of industrial control protocols rapidly and accu-
rately identifies operation fields by analyzing features such as stability, periodicity, and correlation, without relying on specific protocol specifica-
tions or source code analysis. The method provides essential technical support for industrial control network security monitoring and behavior
analysis, while also providing new possibilities for intelligent control and management of industrial control systems.

Key words: industrial control protocols; operation fields; steady-state properties; field recognition
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