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Tab.2 Classification of proactive defense strategies during
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Fig.3 MTD framework of the new power system
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Fig. 6 MTD strategy for energy distribution
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Abstract:

Significance With the integration of energy systems and information networks, power systems now rely on large-scale data acquisition, state

monitoring, and dynamic scheduling. Although these advancements improve real-time sensing and control, they also introduce new security risks.

The impact of information-level attacks gradually extends to the physical system, posing a significant threat to the security of the power system.

The false data injection attack (FDIA) is a common and destructive network attack. FDIA interferes with state estimation, causing system opera-

tion to deviate from the normal operational range by tampering with or injecting forged data. Therefore, serious power supply failures can occur.

At present, defending against FDIA has become a key area of power system security research. Moving target defense (MTD) is an emerging ac-
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tive defense method that provides significant advantages in countering FDIA. MTD dynamically changes the state of the system, disrupting the at-
tacker's control over system information. This approach makes it difficult for attackers to obtain the real state information of the system. MTD ef-
fectively increases the difficulty and cost of attacks by continuously perturbing key parameters of the power system. With the continuous evolu-
tion of network threats, the importance of MTD strategies in new power systems is steadily increasing. Their application not only enhances the
overall security of the system but also provides an active defense against complex and dynamic cyber threats.

Progress MTD technology originated in the field of network security defense, and its concepts were later introduced into power systems by schol-
ars. The initial MTD strategy for power systems adopted a random perturbation approach, which was insufficient for stable and effective defense.
As research advanced, scholars successively optimized the performance of MTD with the primary objective of maximizing the rank of the mea-
surement matrix. This optimization aimed to reduce defense blind spots and improve overall system security. One approach, known as hidden
MTD, minimized the impact of MTD on power flow while ensuring the normal operation of the system to maintain stability. The hidden MTD
strategy emphasized the stealth of defense actions, making it more difficult for attackers to detect defensive behaviors. In addition, the AC current
model-based MTD adapted defenses to the actual characteristics of the power system through a more realistic modeling approach. Perturbation
sensor gain-based MTD further reduced the impact on the power system by adjusting sensor gains to induce state perturbations.

Conclusions and Prospects MTD, as an active defense method, demonstrates significant potential for application in new power systems. With
the growing complexity and intelligence of power systems, the design of MTD strategies presents both challenges and opportunities. On one
hand, the diversified characteristics of new power systems expand the implementation scenarios and methods of MTD strategies; on the other
hand, the complex multi-energy interconnection structure imposes higher requirements on their implementation effectiveness. The systematic
framework for the application and development of MTD in new power systems is presented in this study with the objective of continuously
strengthening the defense capability of power systems. This goal will be achieved within future complex energy environments, ultimately ensur-
ing the safe and stable operation of power systems. Current research primarily focuses on traditional transmission networks, which are difficult to
adapt to the requirements of new power systems. This study analyzes the application potential of MTD in new power systems and proposes the
corresponding key technologies. In addition, based on the characteristics of new power systems in power generation, transmission, distribution,
and consumption, this study discusses the specific implementation strategy of MTD in detail. Future MTD technology should not be limited to an
independent application but should operate in interaction within a multi-layer defense system, acting as a link across the detection, identification,
and response stages. Through the coordinated application of multi-layer defense measures, the resilience of power systems against attacks such as
FDIA can be significantly enhanced.

Key words: new power systems; false data injection attack; moving target defense; cyber-physical systems; multi-energy interconnection
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