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Non-fragile security control for singularly perturbed system

under asynchronous WTOD protocol
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Abstract: This paper investigates the observer-based non-fragile security control problem for interval
type-2 fuzzy singularly perturbed system under deception attacks and communication protocols. In order
to optimize network communication resources and reduce network transmission burden, an asynchronous
weighted try once-discard (WTOD) transmission protocol was designed to schedule data for both fast and
slow subsystems separately. Firstly, a state observer was designed based on the measurement output of
the system, and a robust non-fragile security control strategy was designed based on the estimated state.
The proposed control method taking into account the time scale of both fast and slow subsystems and the
impact of network attacks, achieved control objectives in the presence of parameter uncertainty. Then,

combining Lyapunov stability theory and linear matrix inequality techniques, sufficient conditions for the
stability of the control system were derived, and algorithms for controller and observer parameters were
obtained. Finally, a numerical simulation example showed that the control input deviation was effectively

suppressed, and verified the effectiveness of the designed algorithm.
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